HNudopmanuoHHasi 1aMSITKA /1151 HECOBEPIIEHHOJIETHHUX 110 BOIPOCaM
KH0ep0e30nacHOCTH

B cetu «HTEpHED)

KoMnblTEepHbIE BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTrpaMM,
OTJIMYUTENHHOU OCOOCHHOCTHIO KOTOPOM SIBJISIETCSI CTIOCOOHOCTh K Pa3MHOKCHHIO
(konmupoBaHuio). B ngomoiiHeHHME K 3TOMYy, BHUPYChl MOTYT MOBPEIUTH WIIU
MOJIHOCTBHIO YHUYTOXKUTH BCe (DailJIbl M TaHHBIE, MOJKOHTPOJIbHBIE MOJI30BATENIO,
OT UMEHHM KOTOPOTo Oblia 3alylieHa 3apaxEHHasi MporpaMma, a Takke MOBPEIUTh
WIN JJaXe YHUUYTOXKUThH ONEPAlMOHHYIO CUCTEMY co BceMH (pailiamu B 1iesiom. B
OOJIBIIMHCTBE CIYy4YaeB pacpOCTPAHAIOTCA BUPYChl YEPE3 UHTEPHET.

MeToabl 3alIMTHI OT BPEAOHOCHBIX IIPOIPAMM:

1. Hcnonb3yid COBpEMEHHBIE ONEPALUOHHBIE CUCTEMBI, HMEIOIINE
CEpPBE3HBINM YPOBEHD 3aIIUTHI OT BPEIOHOCHBIX IPOTrPaMM;

2. [locTossHHO ycTaHaBiauBal matyun (UUGPPOBBIE  3aIUIaTKH,
KOTOpPbIE aBTOMATUYECKHM YCTAHABJIMBAIOTCS C 1EJbl0  J0pabOTKHU
nporpaMMbl) M Jpyrue OOHOBIIEHHS CBOEHl ONEpallMOHHOW CHUCTEMBI.
CkaumBaii WX TOJBKO ¢ oduimanbHOro canrta pazpadorumka OC. Ecmm
CYIIECTBYET PEKUM aBTOMATHYECKOI0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PaGoTaii Ha cBoeM KOMITBIOTEPE IMOJ] MPaBaMH MMOJIb30BATENs, a
HE aJIMUHHCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IpOorpaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnonb3yii aHTUBUPYCHBIE TPOTPAMMHBIE MTPOAYKTHI U3BECTHBIX
MIPOU3BOUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0as3;

S. Orpannub  (uU3MYECKUH  JOCTYN K  KOMOBIOTEPY s
MOCTOPOHHHUX JIUIL;

6. Hcnonp3yil BHEHMIHUME HOCUTENM WH(POpMAIMU, TaKhe Kak
¢dnemka, auck wunu (Qaitn u3 HWHTEepHETa, TOIBKO W3 MPOBEPEHHBIX
HCTOYHUKOB;

7. He otkpeBali KOMMBIOTEpHBIE (Dailyibl, TMONydYEHHBIE U3
HEHAAEKHBIX HCTOYHHKOB. [laxke Te Qaiinbl, KOTOpbIe NpUCTaT TBOU

3HaKOMBbIH. JIydllle yTOUHH y HETo, OTIPABIISLI JIU OH TeOE UX.



Cetu WI-FI

C nomoumpto WI-Fi MOXHO monyuuTh O€CIUIaTHBIA WHTEPHET-IOCTYH B

0OIlIeCTBEHHBIX MECTax: Kade, oTelsiX, TOProBbIX IIEHTpax U a’dponoprax. Tak xe
SIBJISIETCS OTJIMYHOM BO3MOXKHOCTBIO BbIXOna B MHTepHer. HO MHOrme skcrieprtsl
CUHTAIOT, 4TO obmeaoctynHsie WiFi cetn He SBIAIOTCS 6€30TIaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PadOTHI B 0011eA0CTYNHBIX ceTax Wi-fi

1. He nmepemaBali cBo JHYHYHO uHQOpMamuwioo  4epes
obmenoctynubie Wi-Fi cetn. PaGorass B HHX, KelIaTeJbHO HE BBOJHTH
NapoJid IOCTYyIa, JIOTUHBI U KaKUe-TO HOMEPA;

2. HUcnone3yit U OOHOBISIH aHTUBUPYCHBIE MpPOrpaMMbl U
OpanaMaysp. Tem caMbIM Thl 00€30IacHIIlb Ce0s1 OT 3aKa4YKU BUPYyCa Ha TBOE
YCTPOWCTBO;

3. IIpu wcnonp3oBannn Wi-Fi otkmoun  QyHknmo «OO0mmi
JOCTYT K ¢aiinam u mpuHTepam». J[aHHas GyHKIHS 3aKpBITa IO YMOJTYaHUIO,
OJIHAKO HEKOTOphIE IMOJb30BATENM AKTUBUPYIOT €€ sl yaoOcTBa
UCIIOJIb30BaHUS B paboTe min ydebe;

4. He wucnonb3yit nyOnmunesii WI-FI ans nepegaumt JIu4HBIX
JAHHBIX, HAIPUMEp, IJI BbIXOJla B COLMAIIBHBIE CETU WIH B JJIEKTPOHHYIO
MOUTY;

S. Hcnonb3yii TosbKO 3amunieHHoe coeaunenue yepes HTTPS, a
He HTTP, 1.e. mpu Habope BeO-anpeca BBOAM UMEHHO «https://»;

6. B mobunsHOM Tenedone otkimoun ¢pyHknuio «[loakmrodenue k
Wi-Fi aBromatnuecku». He momyckaii aBTOMAaTHYECKOTO MOIAKIIOYEHUS

ycTpoiicTBa kK ceTsaMm Wi-Fi 6e3 TBoero cormacusi.

ConuajibHbIE CETH

CommanbpHas CeTh - 3TO CalT, KOTOPBIM MPEAOCTABIISIET BO3MOXKHOCTD JIIOISIM
OCYIIIECTBIIATh OOINEHHE MEXAy co0oi B mHTepHere. Yame BCero B HHUX IS
KaXJIOr0 YE€JI0BEKA BBIACIACTCS CBOS JIMYHAS CTPAHUYKA, HA KOTOPOUW OH YKa3bIBa€eT
0 cebe pa3nInuHyro MH(pOpMAaIUio, HAaYMHAS OT MMEHH, (aMHJINH U 3aKaHYHBas
TUIHBIME (poTorpadusMu. MHOTHE ITOIb30BaTEIN HE IOHUMAIOT, 9YTO HH(OPMAIIHS,
pa3MeleHHasi UMM B COITMANIBHBIX CETAX, MOXKET ObITh HalJIeHa U UCITOJIb30BaHa KEM

YIroaHo, B TOM YHCJIC HC 00s3aTeIIbHO ¢ OJaruMu HaMCPCHUAMM.

OcHOBHBIE COBETHI 110 0€30IACHOCTH B COIMAJIBHBIX CETAX:



1. Orpanuyb CUCOK Jipy3eid. Y TeOs B IPy3bsiX HE NOIKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIHOJIEH;

2. Jamuinai CBOK YACTHYK KW3Hb. He ykaspiBail maponu,
TenedoHbl, afipeca, JaTy TBOETO POKICHUS U APYTYIO TUIHYIO0 HHHOPMAITHIO.
3I10yMBIIUIEHHUKH MOTYT UCMOJb30BaTh Jaxe MH(OPMAILUIO O TOM, KaK ThI
Y TBOM POJIUTENH IUIAHUPYETE NPOBECTH KAHUKYJIBL;

3. 3amuIinan CBOIO PEIyTalMIO - JEPKU €€ B YHCTOTE W 3aJaBai
cebe Bompoc: XOTen OBl Thl, YTOOBI APYTHE MOJIH30BATEIN BUJEITH, YTO ThHI
3arpyxkaems? [logymait, mpexae 4eMm 4To-TO OmyOJIMKOBaTh, HAMKHCATh U
3arpy3uTh;

4. Ecnmu 1Bl roBopuib € JIOABMH, KOTOPBIX HE 3HACllb, HE
UCIIOJIb3YH CBOE PEATbHOE MM M IPYTYIO JINYHYIO HH(HOPMAIIIH: UM, MECTO
KUTEIHCTBA, MECTO y4eObl U POUEE;

5.  UsGerait pasmemienusi Qororpaduit B HHTEpHETE, TAE THI
n300paXe€H Ha MECTHOCTH, [0 KOTOPOM MOKHO ONpPEACIUTh TBOE
MECTOMOJIOKECHUE;

6. Ilpu perucrparud B  COUMAIBHOM CE€TH  HEOOXOJIHMMO
UCIIOJIb30BaTh CIIOKHBIC TMApPOJIM, COCTOSIIME W3 OykB W mudpp U C
KOJIMUECTBOM 3HAKOB HE MEHeEE §;

7. JlJis coruanbHOM CETH, TIOYTHI M JPYTUX CAWTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble Mapoid. lorma ecnu  TeOs  B3JIOMAOT, TO

3JIOYMBIINUICHHUKH 110JIY4aT AOCTYII TOJIBKO K OOJHOMY MCCTY, @ HC BO BCC

cpasy.

JJIEKTPOHHBbIE IECHbI'H

DNEeKTPOHHBIC JEHBIH — 3TO OYEHBb YAOOHBIM CMOCOO IUIATEX ek, OTHAKO
CYLIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST NOJIYYHUTh 3TU JICHBIH.

DIIEKTPOHHBIE IEHBI'Y MOSIBUIMCH COBCEM HEJABHO U UIMEHHO HM3-3a 3TOr'0 BO
MHOTHX FOCYyAapCTBAX JI0 CHX IOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun e onr PYyHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, T€ UX
pa3nensoT Ha HECKOJBKO BUJIOB - AHOHMMHBIE U HE aHOHUMHBbIE. Pa3Huna B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOAUTH omepanuu 0e3
UACHTU(UKAIINY TTOJIH30BaTENs, @ B HE aHOHUMHBIX UICHTU(GUKAITIH TTOJTH30BaATEIS

SIBJIAETCS 00s13aTEIIHbHOM.



Taxxe cruemyer pasnmuyaTh DSIEKTPOHHBIE (uaTHBIE ACHBIH (PaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U D3JIEKTPOHHbIE He(dHUaTHbIE ACHbIU (HE paBHBI
rOCyJIapCTBEHHBIM BaJIOTaM).

OcHoBHBIE COBeTHI 10 0€30MaCHO padoTe ¢ JJIEKTPOHHBIMHU I€HbIAMU:

1. [TpuBshky Kk cueTy MOOUITBHBIHN TenedoH. DTo caMblil yI0OOHBIN
OBICTPBIN CIOCOO BOCCTAHOBUTH NOCTYN K cueTy. lIpuBsa3anHblli TenedoH
MIOMOKET, €CJIU 3a0y/Ielllb CBOM IJIATEKHbBIN Mapoib WK 3aiJIelb Ha CANT C
HE3HAKOMOI'0 YCTPOWCTBA;

2. HUcnons3yihi oxgHopas3oBble maponu. lIlocne mepexona Ha
YCWICHHYIO aBTOPHU3AINIO TeOE yke He OyIeT yrpoxkaTh OMACHOCTh KPaKu
WJIY TIEpEXBaTa IUIATEKHOTO MapoJis;

3. Brei6epu cnoxubiii mapoinb. [IpectymHukam OyaeTr HE MPOCTO
yrajaTb CIIOXHBIA MMapojb. HanexxHele maponu — 3TO Napoyiv, KOTOPBIE
COJIEpKaT HE MEHEE 8 3HAKOB M BKJIOYAIOT B €05l CTPOUYHbBIE U MPOMUCHBIE
OyKkBBI, TU(PHI ¥ HECKOJIBKO CHMBOJIOB, TaKHME KaK 3HAK JoJiapa, (yHTa,
BOCKJIMIATENbHBIN 3HaK U T.I1. Hanpumep, StROng!;;

4. He BBOOM CBOM JMYHBIE JaHHBIE HA CaWTaX, KOTOPbIM HE

JOBEPSICILIb.

JJIEKTPOHHAS IOYTAa

DIIEKTPOHHAS MOYTa — 3TO TEXHOJIOTUS U MPEIOCTABISEMBIE €0 YCIYTH I10
NEPEChUIKE U MOJYYEHUIO JEKTPOHHBIX COOOIEHUH, KOTOPhIE pacHpeleaioTCs B
KOMITbIOTEpHOH ceTH. OOBIYHO JJICKTPOHHBIH TIOYTOBBIM SIIUK BBITJISIAT
CIEeAYIOUIUM 00pa3oM: UMs_T0JIb30BaTeNA(@uMsl_JIoMeHa. Takxe KpoMe nepenadu
IIPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTH TIepe1aBaTh (pailiibl.

OcHoBHBIE cOBeThI 10 0€30MaCHO padoTe ¢ JJIEKTPOHHON MOYTOM:

1. Hano BbIOpaTh mpaBUiibHBIA MOYTOBBIN cepBuc. B MHTepHere
€CTh OTPOMHBII BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYlle
JIOBEPSTH TEM, KOI'0O 3HAEUIb U KTO NEPBBIA B PEUTHUHTE;

2. He yka3piBali B JMYHOM TMOYTE JIMYHYIO HH(POPMAIUIO.
Hanpumep, nydie BbIOpaTh «My3bIKaNbHBIN (aHaT@» unu «pok2013»
BMECTO «TeMal3»;

3. Hcnonb3yil ABYX3TallHYK) aBTOPHU3ALMIO. JTO KOIJIa MOMHUMO

1apoJisi Hy>)KHO BBOJAUTH KO/, IpHUChUIaeMblil 1o SMS;



4. Bribepu crnoxHbIM maposib. IS KaXI0ro IMOYTOBOIO SIIHKA
JIOJIKEH OBITh CBOM HAJCKHBIN, YCTOWIMBBIN K B3JIOMY MapOJIb;

S. Ecnmn ecTtp BO3MOXHOCTP HAamucaTb CamMOMYy CBOM JIMYHBIN
BOIIPOC, UCTOJIB3YH 3TY BO3MOKHOCTB;

6. Hcnonp3yld HECKOJIBKO MOYTOBBIX SIMIMKOB. IlepBbId 4
YaCTHOM TMEPEeNUCKM C aJpecaraMy, KOTOPhIM Tbl JOBEpSCIIb. ITO
AJIEKTPOHHBIN aJIpec HEe HAJI0 UCTIOIB30BaTh MPU PETUCTPAINK HA (popymax u
cairax;

7. He oTkpbiBaii gaiiiasl U Ipyrue BIOKEHHS B TUCbMax Jlake ecliu
OHM IPUILUIA OT TBOUX Apy3eil. Jlyulie yTouyHu y HUX, OTIPABIISIIA U OHU
Tebe 3TH (paitiibr;

8. ITocne okxoHuaHus pabOThI Ha IIOYTOBOM CEpBHUCE TIepen

3aKpBITUEM BKJIAJKU C CAUTOM He 3a0yab HaXaTh Ha «BBIATHY.

KuoepOov/JIMHT WM BUPTVAJLHOE H31eBATEeJILCTBO

KubepOymummHr —  mpeciaeqoBaHHe  COOOMICHHSIMH,  COASp KaIUMU
OCKOpOJIeHMUS, arpeccuro, 3alyrUBaHUE; XYJIUTAHCTBO; COI[MAIbHOE
OOWKOTUPOBAHUE C TOMONIBIO PA3TUYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE cOBeTHI 10 00pbHOE ¢ KUOEPOYJLITHHIOM:

1. He Gpocaiics B 6oii. JIydmuii crmoco0: TOCOBETOBATHCS KaK ceOs

BECTH M, €CIU HET TOro, K KOMYy MOXHO OOpaTUThCA, TO BHayaie

ycnokouTbesi. Eciu Thl HaUHENTh OTBEYaTh OCKOPOJIECHUAMH Ha OCKOPOJICHMUS,

TO TOJBKO €I1e 0O0JIbIIe Pa30XIKeITb KOH(IUKT;

2. VYnpasnsii cBoelt kubeppemnyranuei;
3. AHOHUMHOCT, B ceTh MHuUMas. CymecTBYIOT CHOCOOBI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTm Xynuranckuii o0Opa3 BUPTYaJbHOW >KU3HH.

Nurtepuet pukcupyeT Bce TBOU ACHCTBUS U COXPAHSET UX. Y JaIUTh UX OyJeT

KpaiHe 3aTpyAHUTEIBHO;

5. Benu cebst BesXIHUBO;
6. Urnopupyi € IMHUYHBIN HETaTUB. OnHopasoBbie

OCKOpOUTENBHBIE COOOIICHHS Jydllle WUrHOpUpoBaTh. OOBIYHO arpeccus

MPEKPAIACTCs HA HAYAJIbHOW CTaJIUH;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH
COOOIIEHUSIMU, B COLMAIBHBIX CETAX €CTh BO3MOXHOCTH OJOKUPOBKHU
OTIPABKHU COOOIICHUI C OMPEIeNICHHBIX aIPECOB;

8. Ecmm  Te1  cBumerens kubepOymnuHra. TBOM  nelcTBUSA:
BBICTYIIUTh MPOTUB IMIpecieaoBaTeNsi, MOKa3aTh €My, 4YTO €ro JAeHCTBUS
OIICHUBAIOTCS ~ HETaTUBHO, MOJJEPkKaTh JKEPTBY, KOTOpPOW  HYKHA
TICUXOJIOTUYECKAsT TTOMOIIb, COOOMIUTh B3POCITBIM O (haKTe arpecCUBHOTO

IMIOBCJCHUA B CCTH.

MoOuabHbIN TeJaehoH

CoBpemeHHbIe cMapT(OHBI U MJIAHIIETHI COAECPKAT B c€0€ BIIOJIHE B3POCIIbIN
GbyHKIIMOHAN, W TEmeph OHH MOTYT KOHKYPHPOBaTh CO CTAaIlMOHAPHBIMU
KoMIbioTepamu. OJIHAKO, CPEJICTB 3aIUThI ISl IOJJOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecTtupoBaHue U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJIUT HE TAK UHTCHCUBHO,
kak juist 11K, To e caMoe kacaeTcs U MOOUIIbHBIX PHIIOKEHUM.

CoBpeMeHHbIE MOOWIBHBIE Opay3epbl yXKe MPaKTUYECKH JOTHAIH
HACTOJIbHBIE AaHAJOTH, OJHAKO paclMpeHue (yHKIMOHAa BIEYET 3a COOOH
OOJIBIIYIO CIIOKHOCTh M MEHBIIIYIO 3aIUIIEHHOCTbD.

Jlanexko He Bce MPOU3BOAMUTENM BBIMTYCKAIOT OOHOBJIEHHUS, 3aKpbIBAIOIIKE
KPUTUYECKUE YA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcHoOBHBIE COBETHI JJI 0€30IIaCHOCTH MOOUJIBLHOIO Tejie(poHAa:

1. Bynp octopoxeH, Beab Korga TebOe mpejuiaraloT OecruiaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KaKue-TO IMIATHBIE YCIYTH;

2. Hymaii, pexxae yeMm otnpaButh SMS, ¢oTo mwimm Bumeo. Toi

TOYHO 3HACIIb, T7Ie OHU OYyT B KOHEYHOM UTOTE?

3. Heobxoaumo OOHOBIATH OMEPANMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4. Hcmonp3yil aHTUBHPYCHBIE TMPOTPAMMBI  JUIsI  MOOWIIBHBIX
Tene(dOoHOB;

3. He 3arpyxail mpujoKeHUsI OT HEU3BECTHOTO MCTOYHHUKA, BEIb

OHH MOTYT COJICPKaTh BPEJOHOCHOE MPOTPaMMHOE 00eCTIeueHNE;

6. ITocne TOoro kak Thl BBIAJEHIb C CailTa, TAE BBOJAWI JUYHYIO
uH(pOpMAINIO, 331 B HACTPOUKHU Opay3epa U yJaainu cookies;

7. Ilepuonnueckn  mpoBepsii  KakWe  IUIATHBIE  YCIIYTH

AKTUBHUPOBAHBI HA TBOCM HOMCPC,



8. JlaBaii cBOl HOMEp MOOWIBHOTO Tele(OHA TOJBKO JIIOISM,
KOTOPBIX ThI 3HACIIIb K KOMY JIOBEPSICIIIb;
9. Bluetooth pomkeH OBITP BBIKIIOYEH, KOTrga Thl HM HE

nonb3yemnibes. He 3a0b1Baii MHOTIa TPOBEPSITH 3TO.

@OUINHHT WK KPaKa JUYHbIX JJAHHBIX

['maBHas mens ¢umuHT - BUAa VIHTEpHET-MOIIEHHUYECTBA, COCTOUT B
MOJIYYEHUH KOH(UICHIIMATbHBIX JIaHHBIX MOJIb30BATENIC — JOTUHOB U HapoJieH.
Ha anrnmiickom s3eike phishing uurtaercs kak ¢ummear (ot fishing — priOHas
JOBJIS, password — Iaposb).

OcHoBHBIE cOBeThI 110 00pbOe ¢ PUIMHIOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciii Tl MOJI03peBacCIiib, YTO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATH €€ M COOOIIUTH
aIMUHUCTpPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEEe;

2. Hcnons3yit OGe3omacHbie BeO-CaThI, B TOM YHCJIC, HHTCPHET-
Mara3uHOB U TOMCKOBBIX CUCTEM;

3. Hcnonb3yit croxHble U pa3Hble napoiu. Takum oOpa3om, eciu
T€0s B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT OCTYI TOJbKO K OJTHOMY
TBOEMY MPO(UITIO B CETHU, & HE KO BCEM;

4.  Ecnu Te6s B3OMaNIM, TO HEOOXOIUMO IPEAYIPEAUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIE J0OABJIEHBI y T€OS B APY3bIX, O TOM, UTO T€OS B3IOMAIN
U, BO3MOXKHO, OT TBOEr0 MMEHHU OyJeT pacchUlaThCsl claM M CCBhUIKM Ha

(UIITMHTOBBIE CANTHI;

5. VYcranoBu HanexHbIi maposnb (PIN) Ha MmoOunbHEI TenedoH;
6. OTkJiTr0un coXpaHeHue mapodst B Opaysepe;
7. He oTkpbIBaii gaiiiasl U Ipyrue BIOKEHHS B TUCbMax J1aKke eCcliu

OHU MPHUILIA OT TBOUX JApy3eH. Jlydlle yTouHM y HUX, OTIPABIISIINA JIA OHU

Tebe 3TH (pailiibl.



